H F Labs

«LleHTp ynpaBneHus cornacusimm»

PyKoBOACTBO MO pa3BepTbIBaHUIO



OrnaBneHune

1 UHOOPMALMSA AIA CTAPTA BHELPEHMST ....eouviviitieuietesteeieeseestesaeeseestesbesbeaseesbesbesaeameesbesbesbeeseesbesbesbeaneesbesbesseesbeseens 4
1.1 Pa6o4ast CTaHUMS AN HELADS ..ottt ettt et e e et s e e sabe e e be e res 4
1.2 CepBep NPUNOXKEHUIN «LIEHTP YIPABAEHUA COTTTACUTAMMY ....vviiiiiiiiiiniieiteesteesieesiee st et st sbe e i e b snee e naeas 4
IR N 02 I OO RUSTRR 4
1.4 CepBep Standby CYB[], (B cnyvae 0TKa30yCTOMUNBOM KOHDUMYPALIMM) «..c.eeeueieirieniiaiieiesie e see e siee e 4
IR Ao (V=T DT = ox (o] o SRR 4
1.6 CepBep A1 MOUTOBDBIX OMOBELLEHMIM .....c.veeutietietieteeiteeteesteesteesteesbeesbeesbeesbeesbeesbeesbeesbeesbeesbeenbeenbeenbnesnnesneennns 5
1.7 CepBep 6anaHCUPOBKM (MPU HaSIMYMKN B OTKA30YCTOMUNBOM KOHDUMYPALIMM) ..o.vevienieieiiecieeie e 5
2 Tpeb6oBaHMA K MPOMbILLIEHHOM NPOrpaMMHO-annapaTHON MAATDOPME ......ccceviierierieierie e 6
2.1 CepBep NpUNOXKEHUN «LIEHTP YNPABAEHUA COTTTACUAMMY ...cveervitiieanieeesiesteeneesaestesseeseesaeseesseesseseesaesneeseeseas 6
A =T o= 1T o 3N = I TSR 6
2.3 Paboyee MecTo MeHemKepa COrNaCUm (KITMEHTCKAA HACTD) ...c.viviiueeieieriesieaseeeestesseeseesteseesseeseeseesaessessseses 6
2.4 CeTEBAA MHPPACTPYKTYP@ -.euveeueereetertianieteatesteaseessesseaseaseessesseaseassessesseasesssessessessssssessessesssessessesssessessessessessesses 6
SR A CoTox V3 Y7 I ] o1 ] = - PO RRRTPRR 7
3 Tpe6oBaHMA K HaCTPOMKE NPOrPaMMHO-aNNAaPaATHOM MAATDOPMDBI ....cc.eiuirieiieaieienieeeeesiesieseeenee e seesaeeneeseesees 7
3.1 HacTtpoika pabouen CTaHLUMMN AN HFLADS .......oooiiiiiiiicieciee e e 7
3.2 Hactpowika cepBepa npunoxeHuin «LeHTp ynpasneHusa cornacusamm» (OC *NiX).......cccvvverieereenieniienniennns 8
3.2.1 OC M1 NPOTPAMMHOE OBECTIEUEHME ........eeeeeueeneeteateaseetesteaseestestesseaseeeessesseeneeseeseeaseeneeseesaeaneeneeneesseaneensesees 8
3.2.2 YCTAHOBKA M HACTPOMK® ....veiutieutietietieteeiteesteesteesbeestee bt e bt e bt e bt e bt e sbeesbeesbeenbeesbeesb e e nbeenbeenbeenbe e st e e nbeenbeenanes 8
3.3 HacTtpoiika cepBepa npunoxeHui «LleHTp ynpasneHus cornacuamm» ans OC Windows.........c.ccccceeveeenne 8
3.3.1 OC V1 NPOTPAMMHOE OBECTIEUEHME ........eueeueeneeeeaeeaseeeesteaseestestesaeaseesessesseeneeseeseeaseeneessesaeaseenseneesseaneenseses 8
3.3.2 YCTAHOBKA M HACTPOMKA ....veeuvieutietieiieteeteeiteestee bt e bt e bt e sbe e bt ebe e bt e sbeesbeesbeenbeenbeesbeenbeenbeenbeenb e e nb e e nbeenbeenanes 8
3.4 HacTpomKa CepBepPa CYBL OFACIE.......c.oo i 9
3.4.1 Bepcust OC Y KOHOUIYPALMA OTACIE ... .oiuieiieieiieeieeie ettt sttt ste e steene e e neeneeaneeneeneas 9
3.4.2 YCTAHOBKA M HACTPOMKA ....veiutientietieiieieesteesteesteesteesteesteesseesteebeesteesaeesbeesbeesbeenbeesbeesbeenbeesbeenbeesaeesbeenneenneas 9

G R0 C I A o Yoy Y/ = N TN o == - 9
3.5 Hactpovika cepepa CYB/[], POStOreSQL — BHYTPEHHS ....ccuviiuiirieiiiiesiiesiiesiee st st site e snee e snnesnee e snae e 9
3.6 HACTPOMKA ACLIVE DIFECIONY ....oouiiiiiiiieieete ettt b e bbbt e sb e bt e b e e b e e sbeesbeesbeenbeenbeenbeens 10
3.7 OTKITHOUEHIUE SWAP ...ttt ettt b et b e bt e bt e bt e bt e bt e bt e bt e s bt e bt e b e e beenbeenbeenbeenbeenbeen 10
2|12

[H  F  Labs|




3.8 HacTporika Linux i aKTUBHOM PABOTBI € SSD.....ccuiiiiieiiieiieiie ettt ettt ste et ste et sre e re e sre e sreesreesreesraeas 10

i oy -1 R 0] =1 = Wel (o2 =1 Y= TR 12

3|12

H F Labs




1 Unpopmauua ana ctapTa BHeApPEHUs

1.1 Pabouas ctaHuusa ana HFLabs

1. Nmsa paboyen cTaHumM.

2. Y4yeTHas 3anucb Ha paboyen CTaHLMK:
a. OoMeH;
b. norwuH;
C. naporsib.

1.2 CepBep npunoXxeHun «LLeHTp ynpaBneHus cornacusiMmm»

1. ma cepeepa u ero ip-agpec. (2 cepBepa B cCiy4yae OTKa30yCTOMYMBOM
KOHburypaummn);
2. YyeTHas 3anucb N0KanbHOro afMMHUCTPaTOpa Ha cepBepe NPUIOXKEHUNA:
a. [OMEH;
b. norwun;
C. napons;
3. Y4yeTHble 3anucu nonb3oBaTenen, NoAa KOTOpbIMM OyayT paboTaTb CyXObl
«LleHTpa ynpaBneHusa cornacusamMm:
a. OOMeH;
b. norwun;
C. Maponb.

1.3 CYbA

Hostname u IP-agpec;

MopT, Ha KoTopoM cnywaeT Oracle/PostgreSQL;

SID nnu Service name Oracle/PostgreSQL,;

JlorvH u naponb nonbsoBatens CYB/ «LleHTpa ynpaBneHnsa cornacusimmny.

P wbnh PR

1.4 CepBep Standby CYBJ] (B cny4yae 0TKa3oycTOMUMBOM KOHUrypaLmmn)

1. Hostname u IP-agpec;

2. lopT, Ha KkoTopoM cnywaeT Oracle/PostgreSQL;

3. SID nnun Service name Oracle/PostgreSQL,;

4. JloruvH n naponb nonbsosartensa CYB/ «LleHTpa ynpaBneHnsa cornacusamm».

1.5 Active Directory

1. Hostname (unu IP-agpec), nopT ana goctyna K AD no npotokony LDAP;
2. JlornH v naponb CepBUCHOWN yY4EeTHOWM 3anucu,

3. dn BeTku AD, B KOTOPOW1 3aBefieHbl y4eTHbIe 3anuncu Nnosib3oBartenei;
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4. dn BeTkun AD, B KOTOPOW 3aBefeHbl rpynnbil.

1.6 CepBep Ans NOYTOBbIX ONOBELL,EHUM

1. SMTP-cepBep: agpec v nNopT.
2. JlornH v naponb CepBUCHOM YY4eTHOW 3anncu ans coeguHeHus ¢ SMTP-cepBepom
3. lMouToBbIN agpec, OT MUMEHU KOTOPOM 6yayT NPUXOAUTL ONOBELLEHUS.

1.7 CepBep 6anaHCMpOBKHM (MPU HATMYUM B OTKA30YyCTOMYMBOU KOHPUrypaumm)

Mma cepepa u ero IP-agpec.
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2 Tpeb6oBaHMA K NPOMbILLJIEHHOM NPOrpaMMHoO-annapaTtHou nnatgopme

2.1 CepBep npunoxxeHun «LLeHTp ynpaBneHusa cornacussMmm»

Mpoueccop Intel(R) Xeon(R) Silver 4114 nnu Bbiwe — 16 CPU;

64 '6 onepaTMBHON NaMATY;

SSD-auck o6bemom 400 I6;

PekomMeHayeMble onepauunoHHblie cuctembl: CentOS 7+ unu Red Hat Enterprise
Linux 7+, x64;

Java SE Development Kit (OpenJDK) 11, ¢ ycTaHOBJIEHHbIMW aKTyasibHbIMU
O6HOBNEHUSIMM.

2.2 CepBep b1

Mpoueccop Intel(R) Xeon(R) Silver 4114 nnu Bbiwe — 10 CPU;

24 '6 onepaTMBHON NAaMATY;

SSD-pguck o6bemom 400 I6;

CYB[ — Oracle Database 11g Standard Edition un Bbiwwe nnn PostgreSQL 11+.

2.3 Pabouee MecTo MeHez Kepa cornacuit (K/IMeHTCKas 4acTb)

ans pa6OTbI MeHe>KepoB cornacum HY>XHO BblAe/INTb UM KJTUEHTCKUE MALUUHbI:

Mpoueccop Intel Core i3 nnun HoBeg;

OnepaTtnBHasa namaATb 4 I'6;

CBo60HOE MeCcTO Ha XXEcTKoM aucke 10 I'6;

CeTteBas kapTa 100 Mo6wuT;

OnepauunoHHas cuctema Windows 7 v BblLle,

PaspsagHocTb OC 64-bit;

PekomeHgyembii 6pay3ep: Mozilla Firefox Quantum Bepcuu 67+ wunmu Google
Chrome Bepcumn 75+.

2.4 CeTeBasi MHppaCTpPyKTypa

OTCYTCTBYIOT annapaTHble WX NPOrpaMMHble MEXXCETEBble 3KpaHbl, KOTOpble
3aKpbiBalOT Hencnosib3dyemMble/rnpoctanBatolime TCP-coeUHEHNUA MeXaY:

1.
2.
3.

cepBepoM npunoxeHnn n cepsepom CYB/,;

cepBepoOM MNpUIIOXKeHU n cepepoM Active Directory;

ABYMs cepBepaMu MpuaoXeHun «LleHTpa ynpaBneHua cornacusmu» B
OTKa30yCTOMYMBOM KOHbUIypauuu.
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Tpe6OBaHVIFI K I'IpOI'IYCKHOVI CNOCOBHOCTU KaHanoB MeXxay KOMMOHEHTaMMU:

KoMnoHeHT 1 KOMMNOHEHT 2 LUupuHa kaHana

Pabouas ctaHuua HFLabs CepBep npunoxeHun «LleHtp | 100 Méut/c
yrpaBfieHUsi CornacusiMmns»

Pa6ouyas ctaHums HFLabs Cepsep CYB/, 100 Méut/c

CepBep npunoxenun «LleHTtp | Cepsep CYB/ 1reunt/c

ynpasJieHUA cornacuamMm»

CepBep npunoxenun «LleHTp | CepBep npunoxenun «LeHTp |1 éut/c
yrnpaBneHus cornacusimm» 1 yrnpaBfieHnsa cornacusimm» 2

2.5 [locTynbl U npaBa

© N o o

Pabouyne cTaHLMM BHECEHbI B JOMEH.
CospaH nonb3oBaTesib C NpaBaMu JIOKanbHOro agMMHUCTpaTopa.
OTKpbIT AOCTYN K cepBepy NpuioXeHun «LleHTp ynpaBneHus cornacusimMm» no
nopram:

a. 3389 (RDP) wmnu 22 (SSH), B 3aBMCUMMOCTM OT niaT@opMbl cepBepa

NPUNOXEHUN,

b. 8080 (HTTP-nopT «LleHTpa ynpaBneHnsa cornacusamMmm»).
JocTynHa BO3MOXHOCTb KonupoBaHusa $anioB Ha cepBep npuioxeHun «LleHTpa
yrnpaBneHus cornacusimm» (no RDP nnun nHbIM cnoco6om).
B cnyyae CYB/[, Oracle: oTkpbIT goctyn K cepsepy CYB/, no nopty 1521.
B cnyuyae CYB/] PostgreSQL: oTKpbIT gocTyn K cepBepy CYB/, no nopty 5432.
JocTtyn Kk pecypcam HFLabs 4epes ceTb MHTepHeT — Confluence u Jira.
JlocTynbl K BTOPOMY 3aK3eMnnsapy cepsepa «LleHTpa ynpaBneHus cornacuamum» B
clly4yae 0TKa30yCTOMYMBOMN KOHDUIypaumu.

3 Tpe6oBaHUA K HaCTPOWKe NporpaMMHoO-annapaTHoi nnaTgopMmbl

3.1 HacTtpoiika pabouei ctaHuum gnsa HFLabs

OC v nporpaMMHoe obecrneyeHme;

Windows 7 v BblLle;

Java SE Development Kit (OpenJDK) 11, ¢ ycTaHOBJIEHHbIMU aKTyasIbHbIMU
OBGHOBNEHUAMMU,;

SQL Developer nnu SQL Workbench/J;

Notepad++;

Far Manager;

BasoBbI Habop yTunnT n3 Habopa CygWIN— Is, cat, pwd, sed, grep, awk, bash, scp,
ssh;

WinSCP;

Soapul,
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e Firefox Quantum.

3.2 Hactpouka cepeepa npunoxxeHuu «LLeHTp ynpaBnenus cornacusimm» (OC *nix)

3.2.1 OC n nporpammHoe obecrneyeHue

e CentOS 7+ nnu Red Hat Enterprise Linux 7+, x64;

e Java SE Development Kit (OpenJDK) 11, c ycTaHOBMIEHHbIMW aKTyasibHbIMU
O06HOBNEHUAMU;

e Wildfly 16.0.0.

3.2.2 YcTaHOBKA U HacTpomKa

1. CospgaH nonb3oBaTesnb, NoA4 KOTOopbiM 6yayT paboTaTb Ccnyx6bl «LleHTpa
yrnpaBneHus cornacusmmy. lNonb3oBaTtenb AobasneH B rpynny — hfl.

2. CospgaH nonb3oBaTenb consent_user ¢ npaBaMy Ha sudo, Nof KOTopbiM 6yayT
paboTaTb cneunanucTbl HFLabs npu HacTpoiike 1 Noaaep)XKe NPUIOXKeEHUS.
AKTuBMpoBaHa cnyxba ssh.

YctaHoBneH Java SE Development Kit (OpenJDK) 11 ¢c nocnegHMMM 06HOBNEHUSMM.
YcTaHOBKa aHTMBMpYCa 3anpeLleHa.

3.3 HacTtpoiika cepepa npunoXxeHun «LLeHTp ynpaBneHus cornacusamu» ana OC
Windows

3.3.1 OC un nporpaMmMHoe obecneyeHune

o [loppepxusaemble OC: Windows 2008 Enterprise Edition u Bbiwwe, x64;

» Java SE Development Kit (OpenJDK) 11, c ycTaHOBJ/IEHHbIMUW aKTyasibHbIMMU
O0B6HOBNEHUAMMY,;

« Wildfly 16.0.0.

3.3.2 YcTaHOBKaA M HacTpoMKa

1. CospaH nonb3oBaTesib C NpaBaMu JIOKaNbHOro agMMHUCTpaTopa.

2. CospaH nonb3oBaTersb, o4 KOTopbIM 6yayT paboTaTtb cnyxo6bl «LleHTpa
yripaB/ieHUs CornacusiMmy.
AKTnBMpOBaHa cnyx6a Remote Desktop Services.
YctaHoBneH Java SE Development Kit (OpenJDK) 11 ¢ nocneiHMMM O6GHOBNEHUAMM.
YcTaHOBKa aHTMBMUpYCca 3arnpeLleHa. B kpainHeMm criyyae B HACTPOMKN UCKITFOYEHUSA

aHTUBMPYCA AOMKHbI 6bITb A06ABMEHDI:
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a. (annbl Oracle/ PostgreSQL;
b. CMC_ROOT DIR;
c. gupektopuu Wildfly.

3.4 HacTpoiika cepepa CYB[ Oracle

3.4.1 Bepcus OC u koHdurypauumsa Oracle

o PekoMeHayeMm: CentOS 7+ nnu Red Hat Enterprise Linux 7+, x64.

e MuHunmMmanbHO goctaToyHo: Oracle Database 11g Standard Edition. Bepcumn 12C, 19¢
NoAOEPXKUBAEM.

e Ecnn TpebyeTcs opraHuMsaumsi apXuTEKTYpbl C BbICOKOW AOCTYNMHOCTbtO: Oracle
Database 11g Enterprise Edition ¢ BkatoyeHHbIMK onuuamu Oracle Active Data
Guard nnum Oracle RAC (cnoco6 pe3epBupoBaHUs Ha YCMOTPeHMEe 3aKa3unka).

3.4.2 YcTaHOBKA M HaCTpOMKa

1. YcTaHoBneHbl HeobxoanMble KOMMOHeHTbl Oracle Database:
a. Oracle Database Catalog Views;
b. Oracle Database Packages and Types;
2. YcTtaHoBneHa KoAupoBKa b (NLS_CHARACTERSET
NLS_NCHAR_CHARACTERSET = AL16UTF16).

AL32UTFS8,

3.4.3 flocTynbl U NpaBa

1. OTKpbIT M npocnywmnsaeTcs Nopt 1521 (unun gpyron nopt, ucnonbdyembin Oracle —
ero MOXHO YTOYHWUTb Y afiMuHucTpatopa CYB/).

2. BbigaH noruvH/naponb dbo gna aBTomMaTMyeckoro passepTbiBaHUA CXeMbl CMC.

3. Ecnu dbo He BblgatoT, TO cos3aaTtb TabnMyHble NPOCTPAHCTBA M NONb3oBaTeNs Ans
«LleHTpa ynpaBneHus cornacussMm». BpyyHytO CKpMNTOM, 3anpoleHHbIM B
noaaepixke.

3.5 HacTpoiika cepsepa CYB[] PostgreSQL — BHYTpeHHsS

AKTyanbHbIv pann HacTpoinkn gns sepcum 10.7 — postgresqgl.conf.
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3.6 HacTtpoiika Active Directory

1.

o

B Active Directory (AD) po6aBneHbl Trpynnbl, COOTBETCTBYHOLME PONSM,
onpeAeneHHbiM B posieBOM Mogenu. XenatenbHo, 4YTobbl Ha3BaHuA rpynn AD
CeMaHTMYeCKN COOTBETCTBOBAIM Ha3HAYEHUIO ponen.

B AD cosfaHbl y4yeTHble 3anucu ANna  nofb3oBaTefnien  CUCTeMbl C
COOTBETCTBYHLUMU UM PONIAMMU.

B AD cospaHa TecTtoBas yyeTHasa 3anucb (ana cotpygHukoB HFLabs, koTopble
6yayT NpoM3BOAUTbL BHEAPEHNE CUCTEMDI). TecToBas yyeTHas 3anucb fobaBneHa B
rpynnbl AD, cooTtBeTcTBYOWME ponn ADMINISTRATOR nnu aHanory.

B AD cospaHa y4yeTHas 3anucb AJis CUCTeMbI «LleHTp ynpaBnieHusa cornacusmMmy,
KOoTOopasi UMeeT npasa Ha YTeHue 3anucen AD 13 cnegyrownx BETOK:

BeTkU AD, B KOTOPOM 3aBefieHbl Y4eTHble 3anucu Nonb3oBaTesien;

BeTKU AD, B KOTOPOM 3aBefeHbl rpynrbl.

[nsa 3TOM 3anMcu AOKEH ObITb YCTAHOBMEH PEXUM 6€3 CMEHbI Maponen.

3.7 OTknoyeHne SWAP

Mcnonb3oBaHne SWAP CUIbHO TOPMO3WUT paboTy MPUIIOXKEHUN, MNO3TOMY €ro
MCNONIb30BaHUeE Nyylle OTKIHOUYNTD.
OTkpounTe dann /etc/fstab n 3akoMMeHTUpYTEe B HEM MOHTUPOBAHMUA pasfjena swap

BUAa:

- %SOME_TEXT% swap swap defaults 0 0

MepesarpysuTe onepaLuoHHY CUCTEMY.

3.8 HacTtpoiika Linux gna akTuBHoW pa6oTbl ¢ SSD

OTKnloueHne BpemeHn moaudukauum dainos
Ecnv npunoxeHne 4acTo MU MHOTOKPATHO MULLET M YMTaeT, TO Ha ¢haisioBbIX cucTemax
HY>XHO OTKJIFOYUTb AONONHUTENbHbIE GYHKLUM paboTbl MeTagaHHbIMU (Gainos.
[na 3TOro Hy>KHO U3MEHUTb MapaMeTpbl MOHTUPOBaAHWUA AWUCKa, Ao6aBMB creayoline
onumu:

1. noatime - MNOJIHOCTbIO OTK/OYaeT 3anucb BpeMeHu JocTyna K dainy.

BonbWMHCTBO NporpaMm He UCMOJIb3YHOT 3TO Nose.

data=ordered - XXypHanupyeT TO/IbKO U3MEHEHUS MeTafaHHbIX, HO OOHOBNIEHUS
[laHHbIX c6pacblBalOTCA Ha XXECTKMI AUCK [0 COBepLUeHUs TpaH3aKumn. [laHHble
3anucbiBalOTCSl He aTOMapPHO, HO 3TOT PeXWM rapaHTUpYeT, YTO Mocsie NageHus
chainbl He 6yAyT coaep)kaTb 6/10KM AaHHbIX U3 ycTapeBLINX (ainos.
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B ntore ctpoka B /etc/fstab gonxkHa BbIrnsaeTb NpUMEpPHO cneayrowmm obpasom (sdX -
ycTponcTteo SSD):

# <fs> <mountpoint> <type> <opts> <dump/pass> /dev/sdX /opt ext4
defaults,noatime,data=ordered,errors=remount-ro 0 2
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4 YcTaHOBKaA cuctembl

1. CkonupoBaTb cneaywune annbl B KaTanor cepsepa npunoxenun (JBoss/Wildfly)
standalone/deployments:
a. cmc-web-{version}.war;
b. cmc-{database}-ds.xml.
2. CkoppektTupoBaTb coaepxumoe ¢anna cmc-{database}-ds.xml cornacHo
HacTpovkam B/].
3. B aupektopum cepBepa npunoxeHun bin/standalone.conf ycTtaHOBUTb
cnepytowme napameTpbl 3anycka JVM: -Xms8g -Xmx8g.

MapameTpbl XmMs 1 Xmx (MMHUManNbHbIN U MaKCMMarbHbI pasaMmep heap B MerabanTax,
BblAeNsieMbli cepBepy MNPUIOXEHUN) MOryT BapbupoBaTbCsi B 3aBUCMMOCTU OT
LAOCTYMNHOro

ob6bemMa onepaTMBHOM NaMATU Ha cepBepe, HO He AO0MKHbI NPEBbILWATb €ro.
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