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1 Uudopmauua gna ctapTa BHegpeHUs

1.1 Pabouas ctaHuua gna HFLabs

1. WUmsa paboyen cTaHLUMN.

2. Y4yeTHasi 3anMcb Ha paboyen CTaHUuu:
a. OOMeH;
b. norun;
C. naporsb.

1.2 CepBep npunoxXxeHumn «LLeHTp ynpaBneHusi cornacuamm»

1. UmMa cepBepa u ero ip-agpec. (2 cepBepa B cily4ae OTKa30yCTOMYMBOW
KOHUrypauum);
2. Y4yeTHasi 3anncb NOKaNbHOIr0 aMMHUCTPaTOpPa Ha cCepBepe NPUIOXKEHUN:
a. [OMeH;
b. norun;
C. naponb;
3. Y4yeTHble 3anvcu nonb3oBaTene, Noj KOTOpbiMM OyayT paboTaTb CryXObl
«LleHTpa ynpaBneHus cornacuamMm:
a. [OMeH;
b. norun;
C. Mmaponb.

1.3 CYB/A

Hostname u IP-agpec;

[MopT, Ha KoTopoM cnywaet PostgreSQL,

SID unu Service name PostgreSQL;

JlorvH n naponb nonb3oBatensa CYB/[ «LleHTpa ynpaBnieHus cornacuammy.

oD~

1.4 CepBep Standby CYB/] (B cnyyae oTKa30ycTonunBoi KOHGUrypauum)

Hostname u IP-agpec;

MopT, Ha KoTOpoM cnywaeTt PostgreSQL,

SID unu Service name PostgreSQL;

JlorvH n naponb nonbsoBatens CYB/ «LleHTpa ynpaBneHusa cornacusaMmmny.

N =

1.5 Active Directory

1. Hostname (unu IP-agpec), nopT ans goctyna K AD no npotokony LDAP;
2. JlorvH v naponb CepBUCHOM YY4ETHON 3anuncu;

3. dn BeTkn AD, B KOTOPOM 3aBeAEHbI YY4ETHbIE 3anNUCK NONb30oBaTenen;
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4. dn BeTku AD, B KOTOpPOW 3aBefeHbI rpynmnbl.

1.6 CepBep ANA NOUYTOBbIX ONOBELL,EHU

1. SMTP-cepBep: agpec v nopT.
2. JlorvH v naponb CepBUCHOM YY4ETHOWN 3annucu ans coeguHenuns ¢ SMTP-cepsepoMm
3. lMouToBbIV agpec, OT UMEHU KOTOPOM ByAyT NPUXOAUTL ONOBELLEHUS.

1.7 CepBep 6anaHcMpoBKM (NpyU HAIMYKUK B OTKA30yCTOMYMBOM KOHUrypaLum)

Nmsa cepsepa u ero IP-agpec.
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2 Tpe6oBaHUsA K NPOMbILL/IEHHOW NpOorpaMMHO-annapaTHoi nnatgopme

2.1 CepBep NpunoxXxeHuit «<LLeHTp ynpaBneHus cornacusamm»

e [poueccop Intel(R) Xeon(R) Silver 4114 nnu Bbiwe — 16 CPU;

e 6416 onepaTMBHON NAMATW;

e SSD-auck o6bemom 400 I6;

e PekomeHayeMble onepaunoHHble cucTemMbl: AlmaLinux 9, RedOS, AnbTJIMHYKC nnu
AcTpallnHykc;

e Java SE Development Kit (OpenJDK) 21, ¢ yCcTaHOBNEHHbIMU aKTyaslbHbIMM
OBGHOBNEHNAMMN.

2.2 CepBep B[]

e T[poueccop Intel(R) Xeon(R) Silver 4114 unu Bbiwe — 10 CPU;
e 2416 onepaTUBHON NaMATY;

e SSD-auck o6bemom 400 IM6;

e CYB[, — PostgreSQL 11+.

2.3 Pabouyee MecTO MeHep)Kepa cornacuii (KNMeHTcKas 4acTb)

[na paboTbl MEHEAXXEPOB COrNacuin Hy>XHO BblAENNTb UM KITMEHTCKME MaLLUUHbI:
e [lpoueccop Intel Core i3 nnu HoBee,
e OnepaTuBHas namaTb 4 I6;
e (CB060AHOE MEeCTO Ha XXécTkoMm aucke 10 I6;
e CeteBas kapta 100 Mowur;
e PaspsagHocTb OC 64-bit;
e PekomeHayembin 6paysep: Firefox, Chromium u 6pay3epbl Ha nx 6ase

2.4 CeTeBas MH}pacTpyKTypa

OTcyTCTBYIOT annapaTHble WX TMporpaMMHble MeXCeTeBble 3KpaHbl, KOTopble
3aKpblBaloT Heucrnonb3yeMble/npoctansatowme TCP-coegnHeHUA Mexay:
1. cepBepoM nMpunoxeHum n cepsepom CYB/,;
2. cepBepoM nNpunoxxeHnn n cepsepom Active Directory;
3. OByMS cepBepamMu MNpunoXeHun «LleHTpa ynpaBneHua cornacusmm» B
OTKa30yCTONYMBOM KOHDUIypaLuum.
TpeboBaHUA K MPOMYCKHON CNOCOBGHOCTU KaHaNoB MeXAy KOMMOHEHTaMM:
‘ KoMnoHeHT 1 ‘ KoMnoHeHT 2 LLUupuHa kaHana
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Paboyas cTtaHuma HFLabs CepBep npunoxeHun «LleHnTtp | 100 M6uT/cC

ynpasJieHUA cornacnuaMm»

Pa6ouas cTtaHuma HFLabs Cepeep CYB 100 Méut/c

Cepsep npunoxeHnn «LleHTp | CepBep CYB/, 1Trént/c

ynpasJieHNUA cornacnuaMm»

CepBep npunoxenuin «LleHTp | CepBep npunoxkeHun «LenTtp |1 T6ut/c

ynpaBneHusi cornacusimm» 1 yrnpaBfieHusl cornacusimm» 2

2.5 [locTynbl 1 NpaBa

Pabouune cTaHLMM BHECEHDbI B JOMEH.
CospaH nonb3oBaTe b C NpaBaMu JTIOKaNbHOro agMMHUCTpaTopa.
OTKpbIT AOCTYNn K cepBepy MpunoxeHun «LleHTp ynpaBneHusa cornacusimu» no
nopTam:
a. 3389 (RDP) unu 22 (SSH), B 3aBucumocTu oT nnatdhopMbl cepBepa
NPUIOXEHNN;
b. 8080 (HTTP-nopT «LleHTpa ynpaBneH1s Cornacusimm»).
JocTynHa BO3MOXXHOCTb KonupoBaHusa ¢annoB Ha cepBep NpUNoXeHnn «LleHTpa
ynpaeneHusi cornacusmm» (no RDP nnu nHbiM cnoco6om).
B cnyuyae CYB/] PostgreSQL: oTkpbIT gocTyn K cepBepy CYB/, no nopty 5432.

6. JlocTyn Kk pecypcam HFLabs 4yepes ceTb UHTepHeT — basa 3HaHuM 1 Tpekep 3aav.
7. [ocTynbl K BTOPOMY aK3eMnaspy cepBepa «LleHTpa ynpaBneHusa cornacusimm» B

Cny4Yae 0TKa30yCTOMYMBOW KOHGUrypauumm.

3 TpeboBaHuA K HACTPOIKe NporpaMMHoO-annapaTHon nnaTtpopmbl

3.1 HacTtpouka pabouen craHuuu ana HFLabs

OC n nporpaMMHOe obecrneyeHue:

Java SE Development Kit (OpenJDK) 21, ¢ ycTaHOB/€HHbIMW aKTyaslbHbIMU
06HOBNEHUAMU;

dbeaver;

Notepad++;

Far Manager,

BasoBbii Habop yTunnT n3 Habopa CygWIN— Is, cat, pwd, sed, grep, awk, bash, scp,
ssh;

WinSCP;

SoapUl;

Firefox Quantum.

3.2 HacTpoiika cepBepa npunoxxeHuit «LLeHTp ynpaBneHus cornacusimm» (OC *nix)
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3.2.1 OC v nporpaMMHoe obecneyeHue

e AlmaLinux 9, RedOS, AnbTJInHykc nnn ActpalJlmHykc;
e Java SE Development Kit (OpendDK) 21, c ycTaHOBNEHHbIMM aKTyaslbHbIMM
O06HOBNEHUAMMU;

3.2.2 YcTaHOBKaA M HacTpoMKa

1. Co3pgaH nonb3oBaTenb, NOoA KOTopbiM 6yayT paboTaTb cnyx6bl «LleHTpa
ynpaBneHus cornacusimmny». Nonb3oBatens go6asneH B rpynny — hfl.

2. CospaH nonb3oBaTtesnb consent_user ¢ npaBamMu Ha sudo, NoA KOTopbiM 6yayT
paboTaTtb cneumanuctbl HFLabs npu HacTpoiike 1 NoAAEPXKKE NPUNOXEHUS.

3. AKTuBMpoBaHa cnyxba ssh.
YcTtaHoBneH Java SE Development Kit (OpenJDK) 21 ¢ nocnegH1UMM 06HOBNEHUSAMMU.
YcTaHOBKa aHTUBMpYCa 3anpeLleHa.

3.3 HacTpoiika cepBepa npunoXxeHun «LLeHTp ynpaBneHus cornacusamm» gnsa OC
Windows

3.3.1 OC v nporpaMMHoe obecneuyeHue

AlmaLinux 9, RedOS, AnbTJInHykc nnn ActpallnHykc;
Java SE Development Kit (OpenJdDK) 21, ¢ ycTaHOB/I€HHbIMW aKTyaslbHbIMU
O6GHOBJIEHUAMMY;

3.3.2 YcTaHOBKa U HacTpoiKa

1. CospaH nosb3oBaresib C MpaBaMu JIOKabHOIro agMUHUCTpaTopa.
2. CospaH nonb3oBaTesb, N0 KOTOpbIM 6yayT paboTaTb CryX6bl «LleHTpa
yrpaB/ieHNs COrnacusiMmn».
AkTnBMpoBaHa cnyx6a Remote Desktop Services.
YctaHoBneH Java SE Development Kit (OpenJDK) 21 ¢ nocneaHUMM 06HOBIEHUSIMU.
5. YcTtaHoBKa aHTUBMpYcCa 3anpelleHa. B kpaHeM criyyae B HaCTPOMKM UCKITHOYEHUS
aHTMBMpYCa AODKHbI 6bITb f06ABMEHDI:
a. (annbl PostgreSQL;
b. CMC_ROOT_DIR;

3.4 HacTpoiika cepeepa CYB/] PostgreSQL — BHYyTpeHHsIs
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AKTyanbHbIn pann HacTponku gns sepcumn 10.7 — postgresql.conf.

3.5 Hactpouka Active Directory

1.

B Active Directory (AD) po6aBfieHbl Tpynnbl, COOTBETCTBYHOLUME PONSAM,
onpepeneHHblM B poneBon Mogenu. XXenatenbHo, YTobbl HasBaHusa rpynn AD
CeMaHTMYeCKU COOTBETCTBOBAJIN Ha3HAYEHUIO POSIEN.

B AD cospaHbl yyeTHble 3anucu Ana  nonb3oBaTefsien  CUCTeMbl C
COOTBETCTBYIOLWMMN UM POJISIMW.

B AD cospaHa TecToBasa y4yeTHas 3anucb (gna coTpyaHukoB HFLabs, koTopble
6yAyT NPOM3BOAUTbL BHELPEHUE CUCTEMDI). TeCTOBas yyeTHana 3anucb gobasneHa
B rpynnbl AD, cooTBeTcTBytowme poav ADMINISTRATOR mnnu aHanory.

B AD cospgaHa yyeTHas 3anucb ANna cuctembl «LleHTp ynpaBneHua cornacusmMm,
KOTOpasi UMeeT npaBa Ha YTeHue 3anucen AD 13 cnefyrowmx BeTOK:

BeTku AD, B KOTOpOM 3aBefieHbl Y4E€THble 3anucu rnosib3oBaTenen,

BeTku AD, B KOTOPOU 3aBefeHbl rpynnbl.

[na aTon 3anucu JOMKEH 6biTb YCTAHOBEH PEXUM 6€3 CMeHbI Naponen.

3.6 OTknoyeHne SWAP

Ncnonb3oBaHne SWAP cunbHO TOPMO3UT paboTy MPUNOXKEHUIA, MNO3ITOMY €ero
MCrnonb3oBaHme nyylle OTKIKYUTD.
OTkponTe dann /etc/fstab n 3akoMMeHTUPYNTe B HEM MOHTUPOBaHMA pasfjena swap

BUAa:

' %SOME_TEXT% swap swap defaults 0 0

MepesarpysuTe onepauyMoHHYO CUCTEMY.

3.7 HacTpoiika Linux gnsa aktueHon pa6otbl ¢ SSD

OTKouYeHne BpeMeHn Mogudukaumm ¢aitnos

Ecnu npunokeHue 4acTo ¥ MHOFOKPaTHO MULIET U YMTaeT, To Ha (ainoBbIX cucTteMax
HY>XHO OTKJIHOYMTb AOMNONHUTENbHbIE GYHKLMUM paboTbl MeTagaHHbIMU (ainsos.

[lns aTOro Hy>KHO M3MEHUTb MapamMeTpbl MOHTUPOBaHWUA AWCKa, Ao6aBMB crepytoline
onuuu:

1.

noatime - MNOMHOCTbKO OTKJ/IKOYAET 3anuchb BpeEMEHN [AOCTyMNa K d)aVlny.
BonblwnHcTBO nporpaMmm He UCMNOoJIb3yKOT 3TO NOJeE.
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2. data=ordered - XypHanupyeT TOJ/IbKO U3MEHEHUA MeTafaHHbIX, HO OOHOBIEHMS
AaHHbIX COPACbIBAKOTCA Ha XECTKUA ANCK A0 COBEpLUEHMA TpaH3aKuuu. [aHHble
3anucbiBalOTCA HE aTOMapHO, HO 3TOT PEXUM rapaHTUpPYeT, YTO Nocne najeHus
dannbl He 6yayT cogep)xaTb 610KM faHHbIX U3 yCcTapeBLUMX Gannos.

B utore ctpoka B /etc/fstab gomkHa BbIrnsAeTb NPUMEPHO creayrolmm ob6pasoM (sdX -
ycTporictBo SSD):

# <fs> <mountpoint> <type> <opts> <dump/pass> /dev/sdX /opt ext4
defaults,noatime,data=ordered,errors=remount-ro 0 2
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4 YcTaHOBKA cucteMmMbl

1. CkonupoBaTb cneaylume daitsbl B KaTanor cepsepa npunoxenuii (JBoss/Wildfly)
standalone/deployments:
a. cmc-web-{version}.war;
b. cmc-{database}-ds.xml.
2. CkoppeKkTupoBaTb cogepxumoe daina cmc-{database}-ds.xml cornacHo
HacTpourkam B/1.
3. B pgupektopun cepBepa npunoxenun bin/standalone.conf yctaHoBUTH
cnepyrowue napameTpsbl 3anycka JVM: -Xms8g -Xmx8g.

MapameTpbl Xms 1 Xmx (MMHMManbHbIA 1 MaKCUMarbHbl pasMmep heap B MerabaiTax,
BblAeNAEMbI/i CepBepy MPUJIOXKEHUI) MOryT BapbMpoBaTbCA B 3aBUCUMOCTU OT
AOCTYIMHOro

o6bemMa onepaTMBHON MaMSITU Ha CepBePE, HO He AOJKHbI NMPEBbILIATb ero.
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