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1 UHdopmauma ana ctapTa BHegpeHus
1.1 Paboyas cTaHuma ana HFLabs

. Ms pabouein cTtaHumw.

. YyeTHasi 3an1cb Ha paboyei cCTaHUuK:
. LOMEH,

. NOTWH,

. naponb.

O T o9 NP

1.2 Cepsep npunoxeHuin «epexkopep»

. UMsa cepBepa u ero ip-agpec. (2 cepeepa B c/lydyae 0TKa3oyCTONYMBOM KOHPUrypaumm)
. YyeTHana 3anucb 10KasbHOro agMUHUCTpaTOpa Ha cepBepe NMPUIOXEHWUIA:

. BOMEH,

. TOTWH,

. naponeb.

O T o9 NP

. YUeTHble 3anucu nonb3oBaTenen, nog KoTopbiMu 6yayT pa6oTaTb Cny»6bl «[epekoaepa»:
. DOMEH,

. JIOTVH,

. Naporb.

O T 9 W

1.3 CYB/[

1. Hostname u IP-agpec.

2. NopT, Ha koTopoM cnywaeT Oracle/PostgreSQL.

3. SID unu Service name Oracle/PostgreSQL.

4. JlorvH n naponb nonbsoBatensa CYB[, «lMNepekogepa».

1.4 Cepgep Standby CYB[, (B cnyyae 0TKa30yCTOMYNBOM KOHDUrypauum)
1. Hostname u IP-agpec.

2. NopT, Ha koTopoM cnywaeT Oracle/PostgreSQL.

3. SID unu Service name Oracle/PostgreSQL.

4. NlorvH n naponb nonbsosatensa CYB[, «MNepekogepa».

1.5 Active Directory

1. Hostname (unu IP-agpec), nopt ana goctyna K AD no npoTtokony LDAP.
2. JlornH n naposb CEPBUCHON yYETHOW 3anucu.

3. dn BeTkn AD, B KOTOPOI 3aBefleHbl y4eTHble 3anncu nonb3oBaTtenen.
4. dn BeTkuM AD, B KOTOPOW 3aBefeHbl rpynribi.

1.6 CepBep ANS MOYTOBbIX ONOBELLEHUI

1. SMTP-cepBep: agpec v Nopr;

2. JIorvH 1 NapoJsib CEPBUCHON YYETHOW 3anucK A58 CoeIMHEHUS C SMtP-CepBEPOM;
3. MoyToBbIN agpec, OT UMEHW KOTOPOM 6yAyT NPUXOAUTb OMOBELLEHMS.

3|9

H F Labs




1.7 CepBep 6anaHCUpPOBKU (NPU HafIMYNUK B 0TKA30yCTONYNBOW KOHUIypauum)

1. UMmA cepBepa u ero ip-agpec.

H F Labs
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2 Tpe6oBaHWs K NPOMbILLIEHHOW NPOrpaMMHo-annapaTHon nnaTdopme
2.1 Cepsep npunoxeHun «lepexkoaep»:

Mpoueccop Intel(R) Xeon(R) Silver 4114 wnu Bbiwe — 16 CPU;
64 '6 onepaTUBHOM NaMATH;
SSD-auck o6bemom 400 I6;

PekomeHayeMble onepaunoHHble cucTembl: CentOS 7+ unu Red Hat Enterprise Linux 7+, x64.

Java SE Development Kit (OpenJDK) 11, c ycTaHOBNEHHbIMMW aKTyaNlbHbIMWU O6HOBNIEHUSAMMU.

2.2 CepBep B:

npoueccop Intel(R) Xeon(R) Silver 4114 nnu Bbiwe — 10 CPU;
24 I'6 onepaTUBHOM NaMATH,

SSD-auck o6bemom 400 [6;

CYB[ — PostgreSQL 11+.

2.3 Paboyee MecTo AaTa-cTioapaa (K/IMeHTCcKasi 4acTb)

Onsa pa6OTbI [aTta-CTroapAoB HY>XHO BbiAeINTb UM KJTMEHTCKME MaLUUHbI.

Mpoueccop Intel Core i3 unu HoBee;
OnepaTtuBHas namMsTb 4 [6;

CBo60aHOE MECTO Ha XXEcTKoM gucke 10 I6;
CeTeBas kapTa 100 MéwuT;

OnepauunoHHasa cucteMa Windows 7 1 BblLLE;
PaspagHocTb OC 64-bit;

PekomeHpayembii 6pay3ep: Mozilla Firefox Quantum Bepcun 67+ nnu Google Chrome Bepcumn 75+

2.3 CeTeBasi UHGpacTpyKTypa

OTcyTCcTBYIOT annapaTHble UK NporpaMMHbIe MeXCeTeBble 3KpaHbl, KOTOPble 3aKpbiBakOT
Heucnonbsyemble/npoctanBarolmne TCP-coeAUHEHUA MexXay:

1. cepepoM npunoxeHuin n cepsepom CYB/[;
2. cepBepoM NpUIoXeHnn n cepsepoM Active Directory.
3. ABYMSA cepBepamu NpunoxeHni «fNepekogepa» B 0TKa30yCTONUYNBON KOHbUIypaumu;

Tpe6oBaHusi K MPOMYCKHOW CMOCO6HOCTM KaHaoB MeX Ay KOMMOHEHTaMMU:

KomnoHeHT 1 KOMMOHEHT 2 LnpuHa kaHana

Pa6bouas ctaHumst HFLabs | CepBep NpunoxeHui 100 Mé6uT/c
«[lNepekopep»

Pa6ouas craHums HFLabs | Cepeep CYB/] 100 Mé6uT/c

CepBep NpUIoXeHui Cepeep CYB/1 1reut/c

«[epekopep»

CepBep NpuaoXeHUi CepBep NpuAoXeHum 1reut/c

«[epekopep» 1 «[epekopep» 2

2.4 [ocTtynbl U NnpaBa

1. Paboune cTaHLUKN BHECEHbI B [JOMEH.
2. CospaH nonb3oBaTesib C NpaBaMu IoKanbHOro aMUHUCTpaTopa.

[H
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3. OTKpbIT AOCTYN K cepBepy NpunoxeHnn «MNepexkogep» no nopram:

0 3389 (RDP) nnu 22 (SSH), B 3aBMCMMOCTH OT nNnaTthopMbl cepBepa NpUIoXKeHUNA.

0 8080 (HTTP-nopT «lMepekogepa»).

4. [locTynHa BO3MOXHOCTb KONMpoBaHus Gansios Ha cepBep npunoxenni «MNepekopepa» (no RDP nnu
WHbIM CNOCO60M).

5. B cnyvae CYB/[ Oracle — oTkpbIT goctyn K cepsepy CYB/[], no nopty 1521.

6. B cnyyae CYB/] Oracle nnu PostgreSQL: no nopty 5432.

7. DocTyn K pecypcam HFLabs yepes ceTb HTepHeT — confluence u jira.

8. [locTynbl K BTOpOMY 3K3eMnnspy cepBepa «lepekopepa» B ciiyyae 0TKa30yCTOMYNBOMN KOHDUIypaumum

3 Tpe6oBaHWsi K HaCTpoOIKe NporpaMMHo-annapaTHon nnaThopMbl
3.1 HacTtpoitka paboyeit ctaHuumn gnsa HFLabs

OC v nporpaMMHoe obecrneyeHune

. Windows 7 v BblLe;

. Java SE Development Kit (OpenJDK) 11, ¢c ycTaHOBNEHHbIMW aKTyasibHbIMWU OOGHOBIEHUAMU;
. SQL Developer nnu SQL Workbench/J;

. Notepad++;

. Far Manager;

. BasoBbIi Habop yTunMT U3 Habopa CygWIN— Is, cat, pwd, sed, grep, awk, bash, scp, ssh;

. WinSCP;

. SoapUl;

. Firefox Quantum.

3.2 HacTtpoiika cepsepa npunoxeHuin «lepekogep» (OC *nix)

3.2.1 OC v nporpaMMHoe obecreyeHmne

. CentOS 7+ unun Red Hat Enterprise Linux 7+, x64.
. Java SE Development Kit (OpenJDK) 11, ¢ ycTaHOBNEHHbIMW aKTyasibHbIMWU OGHOBIEHUAMM.
. Wildfly 16.0.0

3.2.2 YcTaHOBKa U HacTpoKka

1. CospaH nonb3oBaTenb, NoA KOTOpbIM 6yayT paboTaTb cny6bl «[epekoaepa»
Monb3oBatenb AobassneH B rpynny — hfl.

2. Co3paH nonb3oBaTenb perecoder_user ¢ npaBamMu Ha sudo, nof KOTopbiM 6yAyT paboTaTb cneuuanucTbl
HFLabs npu HacTpoWke 1 Nogaep>KKe NPUIOXKeHUS.

3. AKTMBMpOBaHa cnyx6a ssh.

4. YctaHoBneH Java SE Development Kit (OpenJDK) 11 ¢ nocneiHUMU OGHOBIEHUAMMU.

5. YcTaHoBKa aHTUBMpYCa 3anpeLleHa.

3.3 HacTpoiika cepBepa npunoxeHnum «lNepekogep» ana OC Windows

3.3.1 OC 1 nporpaMMHoe obecreyeHme
. Moanpepxxusaemble OC: Windows 2008 Enterprise Edition u Bbliwe, x64.
. Java SE Development Kit (OpenJDK) 11, ¢ ycTaHOBAEHHbIMU aKTyasibHbIMU O6HOB/IEHUSIMM.
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Wildfly 16.0.0
3.3.2 YcTaHOBKa M HacTpoinka

1. CospaH nonb3oBaTesb C NpaBaMu JIOKanbHOro agMUHUCTpPaTopa.

2. Co3paH nonb3oBaTesib, No4 KOTOpbIM 6yayT paboTaTb cnyx6bbl «[epekogepax.

3. AkTuBMpoBaHa cny>k6a Remote Desktop Services.

4. YctaHoeneH Java SE Development Kit (OpenJDK) 11 ¢ nocnegHUMMN 06HOBNEHUAMM.

5. YcTaHOBKa aHTMBMpYCa 3anpeLleHa. B kpaHeM cny4yae B HaCTPOMKN UCKIKOYEHUSA aHTUBUPYCA L,0/KHbI
6bITb JO6GAB/EHDI:

o dainbl Oracle/ PostgreSQL;
) CDI_ROOT DIR;
o] anpekTtopun Wildfly.

3.4 HacTtpoiika cepsepa CYB[, Oracle

3.4.1 Bepcus OC u koHburypaumsa Oracle

. PexkomeHgyem: CentOS 7+ nnu Red Hat Enterprise Linux 7+, x64.

. MuHuManbHO focTaTouHo: Oracle Database 11g Standard Edition. Bepcuu 12C, 19¢
NoaAepXXNBaeEM.

. PekomeHayembii BapuaHT gnsl 6a3bl C KOJIMYECTBOM UCXOLHbIX agpecoB 6osiee 10 mH: Oracle
Database 11g Enterprise Edition.

. Ecnu TpebyeTcs opraHusaumnsa apxMTeKTypbl C BbICOKOWM AOCTynHoCTbto: Oracle Database 11g

Enterprise Edition ¢ BkntoyeHHbIMU onunsimm Oracle Active Data Guard unu Oracle RAC (cnoco6
pes3epBUpoOBaHNA Ha yCMOTpeHMe 3akasunka).

3.4.2 YcTaHOBKa U HacTporka
1. YcTaHoBneHbl Heo6x0aMMble KoMMoHeHTbl Oracle Database a. Oracle Database Catalog Views
b. Oracle Database Packages and Types

2. YcraHoBneHa koguposka B[], (NLS_CHARACTERSET = AL32UTF8, NLS_NCHAR_CHARACTERSET =
AL16UTF16).

3.4.3 JocTynbl 1 NpaBa

1. OTKpbIT 1 NpocnywmneaeTcsa nopt 1521 (unu gpyron NopT, UCNonb3yeMbli Oracle — ero MoXHO YTOYHUTb
y agMuHucTtpaTopa CYB/).

2. BoiaaH noruH/naponb dbo ans aBToMaTU4eCKoro pasBepTbiBaHUSA CXeMbl perecoder.

3. Ecnun dbo He BbigatoT, To co3aaTbh TabMUYHble MPOCTPaHCTBA U Nosib3oBaTens ans «lepekoaepanr.
Bpy4Hyo CKpUNTOM, 3anpoLleHHbIM B MOALEPXKKE.

3.5 HacTtpoiika cepsepa CYB[], PostgreSQL — BHYTpeHHsSA
AKTyanbHbIn dann HacTpovikm gns Bepcum 10.7 — postgresgl.conf

3.6 Hactpowika Active Directory

1. B Active Directory (AD) no6aBneHbl rpynnbl, COOTBETCTBYHOLLME POSIAM, ONPeAeSieHHbIM B POsieBOW
Mozenwu. XXenaTenbHo, YTO6bl Ha3BaHuMA rpynn AD ceMaHTUYeCKM COOTBETCTBOBAJIM HAa3HAYEHMIO POJIEN.
2. B AD cospfaHbl y4eTHble 3an1cu gss nosb3oBaTesiell CUCTEMbI C COOTBETCTBYOLUMY UM POSIAMMU.

3. B AD cospaHa TecToBas y4yeTHasi 3anuch (4na coTpyaHukoB HFLabs, koTopble 6yayT Npon3BoaAnTb
BHeJpeHue cucTeMbl). TecToBas yuyeTHas 3anuch gobasneHa B rpynmnbl AD, COOTBETCTBYOLLME PONU
ADMINISTRATOR unu aHanory.
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4. B AD cospaHa y4yeTHasa 3anucb ansa cuctembl «llepekoep», KOTopas MMeeT NpaBa Ha YTeHue 3anucen
AD 13 cnegyrowmx BeTOK:

. 0 BeTKu AD, B KOTOPOM 3aBefleHbl YYeTHble 3anucu nosib3oBaTteneu;

. 0 BeTKkM AD, B KOTOPOW 3aBefeHbl rpynnbl.

[na 3ToN 3anncuK JoMKeH 6bITb YCTAaHOBIEH PEXMM 6€3 CMeHbl Naposien

3.7 OTkntoveHne SWAP

Ncnonb3oBaHne SWAP CUIbHO TOPMO3UT paboTy MPUIIOXEHWUR, NO3TOMY ero UCNoSIb30BaHue Nydlle
YECTHO OTKJIHOUYUTD.

OTkpownTe daiin /etc/fstab 1 3aKOMMEHTUPYITE B HEM MOHTMPOBaHUS pasfgena swap Buga.
%SOME_TEXT% swap swap defaults 0 0

MNepesarpyanTe onepaumoHHY0 CUCTEMY.

3.8 HacTtpolika Linux gns aktuBHom pa6oTbl ¢ SSD

OTkNtoYeHne BpeMeHn mogudmkauum dannos

Ecnu npunoykeHne 4acTo 1 MHOFOKPaTHO MULET U YNTAET, TO Ha (haNoBbIX CUCTEMAX HY)XHO OTKJTHOYUTb
JonosiHUTeNbHble QYHKLMM paboTbl MeTagaHHbIMU (alinos.

[ns 3TOro HY>XHO N3MEHWUTb MapaMeTpPbl MOHTUPOBAaHUA AUCKA, [OOABUB CeAYHOLLNE OMLMK;

1. noatime - NONHOCTbLIO OTKJIKOYAET 3anNncb BpeMeHU AocTyna K ainy. bonbLMHCTBO NporpamMm He
NCMOMb3YLOT 3TO MOfe.

2. data=ordered - )xypHanupyeT TOJIbKO U3MEHEHNsI MeTafaHHbIX, HO OGHOBJIEHUST fl@aHHbIX COpacblBaloTCA
Ha XKECTKUIA ANCK A0 COBEpLUEHUS TpaH3aKLumMK. [laHHble 3anMcbiBalOTCA HE aTOMapHO, HO 3TOT PEXUM
rapaHTMpyeT, YTo nocne nagexHus dannbl He 6yayT coaep)aTb 6/10KM faHHbIX U3 yCcTapeBLINX (PanifoB.

B utore cTpoka B /etc/fstab gomkHa BbIrnsgeTb NpMMEPHO criegytowmm obpas3om (sdX - ycTpoinctBo SSD)

# <fs> <mountpoint> <type> <opts> <dump/pass> /dev/sdX /opt ext4
defaults,noatime,data=ordered,errors=remount-ro 0 2
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4 YcTaHOBKa CUCTEMDI

1. Ckonupoeatb cnegyline dainbl B KaTtanor cepeepa npunoxxenuin (JBoss/Wildfly)
standalone/deployments :

rdm-web-{version}.war

rdm-{database}-ds.xml

2. CkoppekTupoBaTb cogepxumoe darna rdm-{database}-ds.xml cornacHo HacTpoiikam B/].

3. B anpekTopuu cepsepa npunoxeHuit bin/standalone.conf yctaHoBUTb cnegytolme napameTpsbl
3anycka JVM: -Xms8g -Xmx8g

MapameTpbl Xms u Xmx (MMHUManbHbIA U MakcMMarnbHbI pasmep heap B MerabanTax,
BblAensieMbl CepBEPY NPUIOXKEHUIN) MOTYT BapbMpoOBaTbCH B 3aBUCUMOCTW OT JOCTYMHOroO
o6bema ornepaTMBHOM NAaMATU Ha CepBepe, HO He AOJXKHbI MPeBbILAaTh ero.
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